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Bedford Nursery Schools Federation (Peter Pan and Cherry Trees) is committed to keeping 

children safe and the E Safety Policy operates under the umbrella of the Safeguarding 

Policy. The E Safety Policy specifically relates to children’s online safety and has been 

written with reference to government guidance: Teaching online safety in schools - 

GOV.UK (www.gov.uk).  

  

  

The internet is now regarded as an essential resource to support teaching and learning. It  

is now  as commonplace as the telephone and television and its effective use is an 

essential life skill. Computer skills are vital to accessing life-long learning and employment. 

The online world, however changes and develops at great speed. Unmediated internet 

access brings with it the possibility of placing children in embarrassing and possibly 

dangerous situations. In line with other nursery policies that protect children from dangers, 

there is a requirement to provide pupils with as safe an internet environment as possible 

and a need to begin to teach them to be aware of and respond responsibly to possible 

risks.  

 

Through our curriculum we aim to equip children with the necessary skills to navigate the 

internet safely, including: building positive respectful relationships with appropriate 

boundaries; developing self-confidence and self-esteem; understanding the 

consequences of their actions; and the ability to distinguish right from wrong and fact from 

opinion. This will happen in an age-appropriate way, and lay the foundations for children 

to recognise techniques that are often used to persuade or manipulate others; to 

understand what acceptable and unacceptable online behaviour look like; and to 

understand that appropriate online behaviours should mirror appropriate offline 

behaviours. 

  

 

The nursery has a duty to provide children with internet access as part of their learning 

experience.   It is an essential element of 21st century life for education, business and social 

interaction.   

  

 

  

Internet access in the nursery schools will be tailored expressly for educational use and will 

include appropriate filtering.  Pupils will learn appropriate internet use. Staff will guide and 

supervise pupils in online activities that support their learning.  

  

The internet is also used in the nursery to support the professional work of staff to allow 

effective planning and to support the business and information management systems in 

place.   

  

At Bedford Nursery Schools Federation we follow these core principles:  

  

Guided Educational use  

Significant educational benefits should result from internet use including access to 

information from around the world.  Internet use in the nursery schools will be carefully 

planned and targeted within a regulated and managed environment. Before using any 

resources in the nurseries we will check that they are age- and developmentally- 

appropriate for the children.  

Risk assessment  

We have a duty to ensure children in the nurseries are not exposed to inappropriate 

information or materials.  We also need to ensure that children know how to ask for help if 

they come across material that makes them feel uncomfortable.  

  

https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools


Responsibility   

Internet safety in the nurseries depends on staff, parents, carers and visitors taking 

responsibility for the use of computers and other communication technologies such as 

mobile phones.  It is the nurseries’ responsibility to use technical solutions to limit internet 

access and monitor their effectiveness.  At Bedford Nursery Schools Federation we use the 

broadband supplied by E2BN and make use of the approved filters that are in place for 

education.   

 

ONLINE SAFETY   

As more pupils access online teaching the governing body will ensure that all parents are 

aware of the dangers of children accessing inappropriate online materials and the 

importance of using parental controls and adult supervision while online.  Advice and 

guidance will be available for all parents (see separate list for details of support for online 

safety) and the appropriate filters and firewalls that will be in use in school.  Age 

appropriate websites are also shared with parents.   Whilst considering their responsibility 

to safeguard and promote the welfare of children and provide them with a safe 

environment in which to learn, the governing body do all that they reasonably can to limit 

children’s exposure to the risks from the school’s IT system. As part of this process, the 

governing body ensures the school has appropriate filtering and monitoring systems in 

place and regularly reviews their effectiveness. 

 

The Business Manager is responsible for ensuring that the appropriate filters are applied to 

the computers in the nursery, and they are kept updated.  They will also have access to 

check the computers’ histories to review sites accessed. We currently use E2BN Protex Ltd 

T/A Internet4schools for our broadband and filtering.  

Staff will monitor the websites that children are accessing through the session times.  If any 

member of staff discovers an unsuitable site has been accessed, they must report the 

breach to the Business Manager immediately so that action can be taken to rectify the 

situation.   

  

  

Emails  

No pupils will have access to emails whilst at nursery school.    

  

Staff will have a work email assigned to them and this should be used for work purposes 

only.   Staff sign Acceptable User Policy annually. 

   

Online communication and social networking  

Online chat rooms or chat rooms associated to online games will not be used in the 

nursery.  Access to Facebook and Twitter is strictly controlled by the Business Manager and 

Head Teacher who hold the passwords to the school accounts.   

Staff will not refer directly to any children, families or setting on their own personal 

Facebook, Twitter or Instagram or any other social networking site.  

  

Mobile Technology  

Mobile phones are not allowed in the nursery school at any time.  Staff are permitted to 

use their phones in the staff room,entrance hall or outside.  The taking of photos on mobile 

phones is strictly prohibited within the nursery school.  

Photos should only be taken on iPads for the purposes of recording children’s 

development and should be deleted as soon as they have been printed.  

  

Any complaints about the appropriate use of the internet or other technologies will be 

handled through the Federations’s complaints procedure.  

  

Advice for parents to keep children safe online.  



There are many services available to parents to ensure that their children are safe online 

at home.  

• Childnet offers a toolkit to support parents and carers of children of any age to 

start discussions about their online life, to set boundaries around online behaviour 

and technology use, and to find out where to get more help and support 

• Commonsensemedia provides independent reviews, age ratings, and other 

information about all types of media for children and their parents (couldn’t 

access this, SH) 

• Government advice about protecting children from specific online harms such 

as child sexual abuse, sexting, and cyberbullying 

• Government advice about security and privacy settings, blocking unsuitable 

content, and parental controls (this went to Covid advice, SH) 

• Internet Matters provide age-specific online safety checklists, guides on how to 

set parental controls on a range of devices, and a host of practical tips to help 

children get the most out of their digital world 

• Let’s Talk About It provides advice for parents and carers to keep children safe 

from online radicalisation  (‘Security certificate revoked’ message, SH) 

• London Grid for Learning provides support for parents and carers to keep their 

children safe online, including tips to keep primary aged children safe online 

• Lucy Faithfull Foundation StopItNow resource can be used by parents and carers 

who are concerned about someone’s behaviour, including children who may be 

displaying concerning sexual behaviour  

• National Crime Agency/CEOP Thinkuknow provides support for parents and 

carers to keep their children safe online (couldn’t access, SH) 

• Net-aware provides support for parents and carers from the NSPCC and O2, 

including a guide to social networks, apps and games (couldn’t access, SH) 

• Parentzone provides help for parents and carers on how to keep their children 

safe online 

• Parent info from Parentzone and the National Crime Agency provides support 

and guidance for parents from leading experts and organisations (same as above, 

SH) 

• UK Safer Internet Centre provide tips, advice, guides and other resources to help 

keep children safe online 

 

• EDUCATION SUPPORT FOR ONLINE SAFETY 

• Education for a connected world framework from the UK Council for Internet Safety 

supports the development of the curriculum and is of particular relevance to RSHE 

education and Computing. It is designed, however, to be usable across the curriculum 

and beyond (covering early years through to age 18) and to be central to a whole school 

or college approach to safeguarding and online safety. 

• Teaching online safety in school is departmental guidance outlining how schools can 

ensure their pupils understand how to stay safe and behave online as part of existing 

curriculum requirements 

• Thinkuknow is the National Crime Agency/CEOPs education programme with age 

specific resources (couldn’t access, SH) 

https://www.childnet.com/
https://www.commonsensemedia.org/
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/guidance/covid-19-staying-safe-online
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.ltai.info/staying-safe-online/
https://www.lgfl.net/online-safety/default.aspx
https://www.stopitnow.org.uk/
https://www.thinkuknow.co.uk/
https://www.net-aware.org.uk/
https://parentzone.org.uk/
https://parentinfo.org/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.thinkuknow.co.uk/


• UK Safer Internet Centre has developed guidance and resources that can help with the 

teaching of the online safety component of the Computing Curriculum. 

Harmful Online Challenges and online Hoaxes provides advice from the 

Department for Education,in collaboration with the UK Council for Internet Safety 

Education subgroup and the Samaritans, for schools and colleges to support their 

approach to harmful online challenges and hoaxes.  

 

 

 

 

Our school website, has a section from the police for parents on protecting 

children online 

 

 

 

 

 

 

 

 

Remote Learning  

  

During times where children are unable to access learning in school for any reason (for 

example sickness, school closure or limited access to school such as a pandemic situation 

like that of 2020/2021) the school will provide a series of home learning activities for 

parents to access with their children from home.  

  

Home learning will be made up of a combination of:  

• activity books published on the school 

websites.    

• live lessons via Microsoft Teams or zoom  

• recorded story sessions published on a 

closed You Tube channel, with access 

granted to current parents through 

Parent Hub.  

• links on the school websites to 

established, safe educational websites 

such as CBBC.  

  

Staff will be responsible for reading the ‘Procedures for holding a Zoom call’ (appendix 1).  

  

  

Parents will be sent a Code of Conduct for online learning and asked to adhere to this at 

all times.   

(see appendix 2).  

  

  

  

  

  

  

  

  

  

https://www.saferinternet.org.uk/
https://www.gov.uk/government/publications/harmful-online-challenges-and-online-hoaxes/harmful-online-challenges-and-online-hoaxes


  

  

  

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix 1  

  

  

  

  

Procedures for Staff using Zoom or Teams for live lessons and contact  

  

To ensure that we offer remote learning in as safe a way as possible staff should adhere to 

the following guidelines.  

  

1. Use a new meeting room each time.  



2. Sign in using a school ID  

  

3. Participants must be let into the meeting by the host only; each participant must be 

identified in the waiting room by the parent name before being admitted.  

  

4. Invite all parents to the meeting using the BCC (BLIND COPY) section of the email.  

DO NOT PUT ALL ADDRESSES INTO THE TO: LINE   

  

5. If possible have a member of staff monitoring the meeting and managing the 

waiting room whilst you are teaching.  

  

6. Once the lesson has started lock the room so no one else can enter.  

7. Please remind everyone in the room that links to resources that the nursery sends 

out should not be shared.   

  

8. Turn screen sharing off for everyone other than the host  

9. Host should mute all participants or ensure that they mute themselves until such 

times as you want to hold discussions with participants.   

  

10. If at any time you notice something that concerns you from a safeguarding 

perspective you MUST report to DSL immediately after the call.  Do not alert parents 

to your concerns whilst on the call.  

  

11. Should there be any attempt to gain unauthorised access to the meeting end the 

call immediately.   

  

For full details on how to hold a Zoom meeting safely please watch this You Tube  link.  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 

 

 

 

Appendix 2  

  

  

  

 

 

https://www.youtube.com/channel/UC9BqPtCcSyHvQsbl2rumM4w
https://www.youtube.com/channel/UC9BqPtCcSyHvQsbl2rumM4w


 

 

 

Remote Learning Code of Conduct for parents.  

  

  

  

This code of conduct outlines what we expect from parents and children during a remote 

learning session.  

  

Failure to conform to this code will result in parents being asked not to attend online 

sessions.  

  

  

  

1. I will join the meeting using my own ID and not my child’s and will turn off the 

camera if I do not wish to be identified to anyone other than the host.  

  

2. I will not share any personal details about myself or my child during the session.  

  

3. Whilst taking part in a live lesson I will make sure that the environment is quiet and 

free from other distractions for my child.  

  

4. I will make sure that the background of my computer is neutral.  

5. I and my child are appropriately dressed for the session.  

6. I will not take screen shots or record any session.  

7. I will not interrupt the session by asking questions or making comments.  

8. If I wish to talk to the teacher I will make contact at the end of the session.  

9. I will not leave my child unattended during the session.  

10. I will not try to make contact with other parents/children whilst on the session.  

11. I will mute my microphone when requested to do so to limit interruptions and 

distractions.  

  

12. As requested I will not share the links for any learning on Zoom, Teams or You Tube 

with anyone outside my household who is not eligible to access these resources.  

  

  


